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ADVANCED ELGAMAL THUAT TOAN MAT MA KHOA BAT POl
XU'NG TUONG LAl

PHAM HONG LIEN, NGUYEN THANH SON
I. GIOI THIEU

Tac gia xay dung thuit toan mdi thudc hé ma bat d6i xung, dya trén do kho cta bai toan
logarit voi cac ddi s6 cuc 16n (¥ tuong cua Elgamal), nén 1ay tén 1a Advanced Elgamal. M6 hinh
méat mi nay khong nhitng khic phuc nhitng nhuge diém ciia Elgamal ma con thém nhiéu uu
diém vuot troi vé do bao mat va téi uu kich thude dit lidu sau ma hoa.

II. THUAT TOAN

~ Thuat toan Elgamal con nhugce diémvkhé 16n 14 tao ra cac vin ban ma giéng nhau néu cung

khoi van ban goc. Dicu nay 1a mot yéu diem chung cua phuong phap mat ma khoé bat doi xung,
lam giam tinh an toan cta thuat toan vi c6 thé su dung phuong phdp tham ma theo xac suat [1,
2]. Mat khac, cac khoi dir liéu sau ma hoa di trén mang, do chu quan hay khach quan, mot vai
khoi c6 thé bi mat di hodc thém vao hoac bi thay doi ndi dung. Noi nhén hoan toan khong phat
hién dugc. Thuat toan sau giadi quyet tot van dé nay.

Chonp la sd nguyén t6 16n c¢6 chibu dai n byte sao cho viéc giai bai toan trong mién Zp* la
du kho. Co thé chon n bang 8, 16, 32, 64 hoac 128 byte.

- Khod cong khai K,, = (p,a,B), trong d6: p: mot s6 nguyén t6 16n bét ki; o: s nguyén bat
ki 1a phan tir sinh; B = o mod p, véi a nguyén bat ki thoa 1 < a < p-2.

- Khoa bi mat K, = a
1. Qua trinh ma héa

Chia dit liéu can ma hoa thanh cac khdi X[i] c¢6 kich thudc n byte. Khéi cudi clng c6 kich
thude nho hon n byte s€ khong duge ma hoa.

Buére 1: Tinh A[i] = (B* mod p) XOR X[i]
k 1a s6 nguyén bat ky théa 1 < p < p-2

Buoc 2: Thuc hién dich vong trai LCS (Left Circular Shift) tirng byte ctia A[i] theo vecto dich
SV (Shift Vector) thu dugc BJi].

B[i][j]=A[i][j]<<<SV
SV 1a ma tran hang gdm n phan tir, mbi phan tir thoa diéu kién:
0< SVI[i] £7.
Bude 3: Thu duge vin ban sau ma hoa bang cach:
C[i]=BJi] XOR (C[i-1]
trong d6 C[i-1] la van ban ma lién trude. Sir dung vecto khdi tao IV (Initial Vector) cho 1an dau tién.
2. Qua trinh gidi ma
Nhan duogc C[i], C[i-1] va biét trudc khoa bi mat K= a.



Buée 1: Tim B[i] = C[i] XOR C[i-1], st dung vecto khi tao IV (Initial Vector) cho lan dau tién.
Buoc 2: St dung vecto lién hi€p dich SV dich vong trai LCS tung byte BJ[i] dé thu A[i]. Vecto
lién hiép dich 1a ma tran hang dugc suy ra tir vecto SV, voi SV [i] = (8-SV[i]) XOR 8.
AT I=BIl<<< SV .
Bue 3: Ta thu duoc X[i]= A[i] XOR (o* mod p).
Chirng minh thuit toan

Trudc tién ta can chung minh:

Néua XOR b=c thic XOR b =a; (1)
a XOR b XOR ¢ =a XOR ¢ XOR b; 2)
xy mod z = [x.(y mod z)] mod z. 3)

Churng minh (1): Xét bang chan tri sau

a/b|aXORb=c|cXORb
0|0 0 0
01 1 0
10 1 1
1|1 0 1

So sénh cOt 1 va 4, ta thiy (1) dung v6i s6 1 bit. Vi phép XOR thyc hién trén timg bit, nén
(1) cling dung trong truong hop a va b 1a s6 nhiéu bit. Vay (1) da dugc ching minh.

Churng minh (2): Tuong tu, xét bang chan tri sau

a|b|c aXOR b XOR ¢ a XOR ¢ XOR Db
010]0 0 0
001 1 1
0|10 1 1
0] 1]1 0 0
1100 1 1
1101 0 0
1/1]0 0 0
1] 1]1 1 1

So sanh cot 4 va 5, ta thdy (2) di dwoc ching minh.
Chirng minh (3): xy mod z = [x(y mod z)] mod z
bat: xymodz=r; voi 0 <1 <z,
ymodz=r,vdi0<r, <z
[x(ymod z)] mod z=xr,mod z=r13 v0i 0 <13 < Z.
Dé thay rang:



Xy =nz-+r (1)
y = mz+r, v6i m, n, k 1a cac s6 nguyén khong am  (2°)
Xr, =Kkz + 13, 3"
Rt r, & biéu thire (2°) thay vao biéu thie (3°) ta dugc:
xy = (k + mx)z + 13,
So sanh véi biéu thie (1°) ta duge
(k+mx)z+r;=nz+r
D@ dang nhan thdy r;=r; Hay xy mod z = [x(y mod z)] mod z (dpcm).
Churng minh thudt todan giai ma
Theo budc 3 ciia qua trinh ma hoa, ta co:
C[i] = BJ[i] XOR C[i-1],
dua vao (1) suy ra B[i] = C[i] XOR C[i-1].

Do BJ[i] = A[i]<<<SV (budc 2 qua trinh ma hoa), mat khac, SV 1a vector lién hiép dich
ctia SV, viéc dich vong trai timg byte cua khdi B[i] theo SV [i] bit chinh 1a tra v& tri ban dau
A[i]. Nghia la:

Ali]=B[i]<<< SV .
Ta chi can chimg minh X[i]= A[i] XOR (o mod p). Thay A[i] ¢ budc 1 cua qua trinh ma
hoa vao ta co:
VP = (B* mod p) XOR X[i] XOR (o™ mod p)
= [(a* mod p)* mod p] XOR X[i] XOR (o** mod p). (*)
Mat khac, ta lai co:
a®mod p = o .o mod p
= [a**P (o mod p)] mod p ( theo (3))

ak-1)

= (a"mod p).a™ " mod p

a(k-2)

= (a"mod p).a™™ ™ .a" mod p

= [(a*mod p).a*™? .(a* mod p)] mod p (theo (3))

‘2 mod p

= (o mod p)*.a
= (o mod p)* mod p.
Thay vao (*), ta thu duoc
VP = [(a* mod p)* mod p] XOR X[i] XOR [(a* mod p)* mod p]
= [(a* mod p)* mod p] XOR [(o* mod p)* mod p] XOR X[i]
= X[i]
= VP (dpcm).

III. PANH GIA THUAT TOAN
Thuét toan da dugc thong qua boi Hoi déng Khoa hoc tai Dai hoc Bach khoa Tp. Hb Chi Minh.

Thuét toan phat trién dya trén do kho cta bai toan logarit trong Elgamal nén van giit duoc
uu diém kho tham ma tuong duong voi RSA va Elgamal.



Dé tham ma thanh cong thuét toan Elgamal d¢ dai 64 byte, voi mdy tinh don c6 b vi xtt ly
PIV 2.6 GHz, can thoi gian 300000 gio (khoang 34 ndm). Thé nhung néu st dung mang gom
100000 may thi thoi gian tham ma chi con hon 3 gio (theo tai liéu tinh toan ciia RSA Inc)[5].

Thuét toan Advanced Elgamal giai quyet t6t vin dé bao mat, nho sir dung vector dich SV
theo ma trdn hang. Mot s6 tinh ning wu viét ndi bat cua thudt toan nay nhu sau:

D6 bao mdt duwoc tang cuong rat 16n so voi cac thuat toan khoa ma cong khai hién tai. Véi
cung kich thudc bai toan 64 byte nhu trén, vector dich SV 1a ma tran 1x 64, moi phﬁn tir cua SV
c6 gia tri tir 0 dén 7. Dé tham ma thanh cong thuit toan Advanced Elgamal, ngoai viéc vuot qua
d6 kho clia bai toan logarit nhu trén, can phai tim dugc chinh xac SV. Tap khong gian SV 1a 8%
=22 =10""% ~ 10°® vecto. Theo trung tdm tmg dung siéu qubc gia My, (12/2003) [4], mot h¢
thong siéu manh véi 1500 may chii co thé thyc hién dwgc 20 nghin ti (2.10") phép tinh trén
gidy. Vi hé thdng siéu manh nay, theo wdc tinh cua tac gid, thoi gian dé tim ra chinh xac SV
bang phuong phéap vét can dé tham ma 14 10°%/ (2.10")=5.10* (gidy) ~ 1,6.10°" (nam). RS rang
d6 bao mat tang 1€n v6 cung 16n.

Kich thiée dir liéu sau ma hod khéng thay doi. So véi thuat toan Elgamal, ing v6i mdi dir
lidu x s& cho ra vin ban ma ¢ gém y, va y, [1]. Riéng thuét toan Advaned Elgamal, chi sinh ra
van ban ma C[i] c¢6 kich thudc bang vai kich thudce van ban ge X[i].

Chong thédm md theo xdc sudt xudt hién. Cac phuong phdp mé hoa theo md hinh khoa 601
xtng déu c6 cing nhuoc diém 13 tao ra cic khdi vin ban mi giéng nhau v6i cing van ban gdc.
Nho vio phép XOR véi van ban ma lién trude, Advanced Elgamal sé tao ra cac van ban ma khac nhau
cho du van ban gbc dau vao gibng nhau. Diéu nay loai bé hoan toan phép thim mé theo x4c suit.

Nhén ra sy thay doi dir liéu trén dwong truyén. Mot ai d6 cb tinh pha hoai hé thong bao mat
bang cach tao ra cac khéi gidng v6i khdi van ban mi, hay ¢ tinh stra d6i ndi dung vin ban ma
trén duong truyén. Theo thuat toan Elgamal va RSA, noi nhan khong thé phat hién diéu nay. Ki
thuat XOR cac van ban md véi nhau trong thuat todn Advanced Elgamal gitip giai quyét triét dé
van dé nay.

Toc d thiee thi cao nhd st dung cac phép gan véi ngdn ngit may (phép dich vong, phép
XOR.

Hiéu qud trong thiét ké phan ciing: st dung chung khoang 2/3 kién tric phan cimg cho qua
trinh ma hod va gidi ma.

IV. KET LUAN

Tuy tdc d6 md hoa va giai ma dugc cai thién rd rét, nhung khong ngoai 1¢, thuat toan
Advanced Elgamal ciing gidng nhu cac thuét toan thudc h¢ ma cong khai, van con cong kénh so
voi thuat toan thude hé bi méat [1]. Vi vay, thuat toan rat thich hop cho cac ung dung c6 kich
thudc nho, doi hoi do bao mat cao, khong can dinh danh trudc ddi tac st dung khoa [3]. Do d6,
kha ning ing dung trong thuong mai, giao dich dién tir, thu tin dién tir 1 rat 16n.
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SUMMARY
ADVANCED ELGAMAL ASYMMETRIC KEY MODEL IN THE FUTURE

Living in the information period, protection of secret data is very important because data
are always traffic on the network. Therefore, safety and security in information system is not
only needed in the field of military but also all of fields such as politic, economy, electronic
commerce... What do we do to prevent illegal attacks from these thieves? Nowadays, thank to the
standard cryptography theories, the problem is solved but not perfect, these algorithms are still a
lot of disadvantages. The paper presents a new encryption algorithm namely Advanced Elgamal,
improved from Elgamal asymmetric cryptography model, with many advantages. With these
advantages, we hope the algorithm will become an encryption standard in the future.
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