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Tom tat

Trong bai b4o nay, ching tdi trinh bay cach tiép cdn dé giai quyét van dé bao mdt trong
mang khong day ¢ Iép vdr ly. Pé &p dung céc céch tiép cdn ndy, ching tdi xét mo hinh
mang truyén thong khong day MISO (Multi Input-Single Output) ¢ nhiéu gia va sir dung
kénh truyen khéng dong nhdt Rayleigh/Rician. Pé danh gid hiéu ndng bao mdt cia md
hinh, chiing ti phan tich, danh gid cdc yéu té: dung lirong bao mdt, Xac suat bao mdt, xac
suat dimng bdo mdt ciia hé thong va kiém chiing két qua tinh toan véi két qua md phong theo
phwong phdp Monte-Carlo. Két qua nghién cizu ndy cho thdy tinh kha thi cua viéc trién
khai bdo mdt ¢ l6p vdt ly trong mang khong ddy va danh gia dwoc hiéu ndng bao mdt cua

md hinh dé xudt.

Tir khéa: Bao mat I6p vat ly; Dung luong bao mat; Xac suat bao mat; Xac suat dimg bao
mat.

GIOI THIEU
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Trong mdi trudng mang khéng day, do tinh chat truyén quang ba lam cho mang

dé bi tn cdng, nghe I1én thong qua giao tiép khong ddy. Cac phuong phap bao mat hién

tai 1a 4p dung cac ky thuat ma hda, xac thuc phac tap (nhue WEP, WPA....) va thuong

duoc trién khai ¢ 16p @ng dung. Nhung c4c giai phap bao mat trén ngay cang kho trién

khai, kém hiéu qua do céc yéu cau tich hop, k§ thuat tinh toan va phuong thirc tan cong

mang khong ddy thay d6i khdng ngurng.

Dé giai quyét van dé trén, mot hudng nghién ciru mai dang duoc quan tdm nham

tim ra cac giai phap tang cuong kha nang bao mat cho mang khéng day ¢ lop vat ly

(PHY Secrecy). Huéng tiép can bao mat 16p vat Iy xay dung dua trén ly thuyét bao mat

thong tin, voi nguyén Iy co ban: mot hé thong truyén thong khdng day cé kha niang bao
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mat néu dung lrong kénh truyén hop phap 16n hon dung lugng kénh truyén bat hop
phap [1-2].

Cach tiép can nay tuy don gian nhung hiéu qua do tap trung giai quyét vin dé

bao mat ngay & muc thdng tin nham han ché kha nang thu nhan thong tin bt hop phéap.

C6 3 huéng nghién ciu chinh trong bao mat théng tin 1op vat ly bao gdm: bao
mat thong tin I6p vat ly dua trén khéa bao mat (Key-Based Secrecy) [3-5], bao mat
théng tin lop vat ly khdong st dung khoa bao mat (Keyless Secrecy) [6-8] va nghién ctru
cac phuong phap danh gia kha nang dam bao an toan thong tin ¢ l6p vat ly [9-10].

Trong phan nghién cau lién quan, ching toi xét md hinh mang truyén thong
khéng day MISO c6 s dung nhidu gia, kénh truyén pha-dinh khéng dong nhat
Rayleigh/Rician. Pé danh gia hiéu niang bao mat cia md hinh chung t6i phan tich, danh
gia cac yéu té: dung luong bao mat, xac suit bao mat, xac suat dirng bao mat cua hé
théng va kiém chirng két qua tinh toan vai két qua mé phong theo phuong phap Monte-

Carlo.

Phan con lai cua bai bao duogc trinh bay nhu sau: phan 2 trinh bay md hinh hé
théng va kénh truyén, phan 3 phan tich hiéu ning bao mat cua hé théng, phan 4 trinh
bay két qua md phong, phan 5 trinh bay két luan va dinh hudéng phat trién cua nghién

ctru nay.

2. MO HINH HE THONG VA KENH TRUYEN

Xét md hinh hé théng nhu Hinh 1, Alice 14 thiét bi phat thong tin sir dung 2 ang-
ten, mot dng-ten dé phét thdng tin va mot ang-ten dé phét nhidu gia véi cong suat bang
nhau bang va bang P/2. Bob Ia thiét bi thu hop phap st dung kénh truyén pha-dinh
Rayleigh/Rician, gia st Bob c6 kha ning loai bo nhidu gia. Trong khi d6, Eve 1a thiét bi
thu bat hop phép str dung kénh truyén pha-dinh Rician/Rayleigh va do 1a thiét bi bat hop

phap nén Eve khdng c6 kha nang nhan biét va khtr nhidu gia.



TAP CHi KHOA HQOC BAI HQC PA LAT [PAC SAN CONG NGHE THONG TIN] 176

Rayleigh/Rician

= Thong tin Sa  Eve

— = —» Nhitugia
Hinh 1. M6 hinh MISO c6 nhiéJgiﬁ
Khi Alice phat thdng tin Xo(t) va nhiéu gia x(t) thi tin hiéu thu nhan duoc tai
Bob y(t) va tin hiéu nhan duoc tai Eve z(t) dugc tinh nhu sau:
y(t) = hm Xo(t) + hwm X1(t) + 2nm (1)
Z(t) = hw Xo(t) + hw xa(t) + 2nw (2)
Trong d6: hyva hy & hé sb kénh truyén, ny va ny 1 nhiéu phic Gaussian.

Goi Yv» 7w » Jw,yw lan Tuot Ia ty s6 tin hiéu trén nhidu (SNR) tuc thoi va trung

binh tai Bob va Eve:

o _Rulh, 2 . PyE[lhy ]

=, == 3

“TToN, ™M T T 2N, 3)
R - ReE[INF]

R Ty E 42Ny T TR Ty 2Ny, )

Trong d6: Pyva Py la cdng suat phat trung binh dén Bob va Eve, E[.] la phép

tinh ky vong caa bién ngau nhién.
2.1.  Xét md hinh kénh truyén pha-dinh khéng dong nhat Rayleigh/Rician

Ham mat do xéc suat (PDF) caa ¥, c6 dang nhu sau:
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1 =
£ (7 )=ﬁe & 5)

Ham phan bd xéc suat (CDF) ciia 7'M duoc tinh bai:

™

FO(yy)=1-€ ™ (6)

Ham mat do xéac suat caa Yw la:

k(K
f ()= (e IOLZ K(K+1)UJ -

Efu] E[u]

2 ‘ ‘ r .
Trong d6, U= |hW| , K la tham so6 pha-dinh Rician va la ty s6 cOng suat gitta
duong truc tiép va cac duong con lai. 1o(.) 1a ham Bessel hiéu chinh bac 0 duoc biéu
dién trong [11].

o0 X2|
I, (X)=
0 ( ) ; 22| (I |)2 (8)
Chung ta c6 thé viét lai (7) nhu sau:
f (u)=a,e™1,(2/b,Ku
u( ) al 0( 1 ) (9)
. (K+De ™ K+l
Trong d6 a, = ELU] b = ELU]
CDF cua bién ngau nhién (RV) u duoc tinh nhu sau:
o | (IS
aiK bl ~bu, q
F,(u)=1- e tu
(1) ,Z(;qz(; I1b,q! (10)

Dé tinh toan céc théng sb hiéu ning bao mat cua hé thong nhu xac suét ton tai

dung Irong bao mat va xac suat dirng bao mat, chang t6i dé xuat cac dinh ly sau:
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Pinh Iy 1. Trong kénh truyén pha-dink Rician, CDF va PDF cua y,, duwoc tinh

nhw sau:

D,(y), y<1

F® — 1

w (7) { L ys1 (11)
D,(y), v<1

f@ — 2

w (7) { 0. yo1 (12)

trong do:

_2Nybyy q
alK bq P(l—}/) 2NW7/
) 1- —
v e

K'b' (2N, )" -5
®,(7) = ;qzoailislpq W) P

Llyn (‘52%”]

Chazng minh : trinh bay & (23) va (24)

| I

2.2.  Xét md hinh kénh truyén pha-dinh khéng dong nhat Rician/ Rayleigh

Nguoc lai véi truong hop trén, trong truong hop nay, kénh hop phap la kénh
Rician, trong khi kénh bat hop phap 1a kénh Rayleigh.

Pinh Iy 2. Trong kénh truyén pha-dinh Rician, PDF va CDF cia Yy 1a:

-k _(K+Dy
f,(Z)(7)= (K +i-)e e 7 IO(Z K(K_+l)7/]
! Y V7

_ —dy - (bZK)l 7/'
=a.e ZW

1=0

(13)

a, (b,K Z o a,K'by ot

FO(r) =y 2 l,bm Ly Ky T (14)

1=0 1=0 g=0
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K+Le™ K+1
trong do, a, —% vab,=—.

Chizng minh: trinh bay ¢ (25)
Pinh ly 3. Trong kénh truyén pha-dinh Rayleigh, CDF va PDF cua y,, |a:
2Nwy

~E[u]Re(1-7)
R (y)=qtme 7T vsd (15)
1, v>1

_ 2N,y
2N,e E[ulR.(1-7)
(2) )T
b ()= E[ulR, (1)
0, y>1

y<1 16)

Chizng minh: trinh bay ¢ (26) va (27)

3. PHAN TICH HIEU NANG BAO MAT

Dung lugng bao mat cua hé théng Cs duoc dinh nghia 1a do léch gitra dung

lwong cua kénh truyén hop phap va dung luong kénh truyén bat hop phap. Do d6:

Cs =[Cy —Cuw]
:{|092(1+m)—|092(1+yw), Vi > Yw (17)
0, m S Yw

3.1.  Xé&c suit ton tai dung lweng bao mat

3.1.1. Truong hop kénh truyén pha-dinh khéng dong nhat Rayleigh/Rician.

-1
CSl_e T +z I|b1 [1_8 yMJ

iizq:[ j 7)™ a,K'b!(2N,,)"

1=0 g=0 k=0 [1q!b,P%y,, (18)
2b Ny, Zble.Jri

xe P mwfe P megklqp

8
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Chirng minh: trinh bay & (28)

3.1.2. Truwong hop kénh truyén pha-dinh khéng dong nhdt Rician/Rayleigh.

B ®© a2K|
Pes2 = ~1p
. o (b KY y | 2N (19)
_J.aze‘bz}’m Z( 2 ) I'm E[U] w (1= 7M)d7M
0

1=0 (l !)2
Chazng minh: trinh bay ¢ (29)
3.2.  Xéc suat dirng bao mat

Xac suat dirng bao mat (Poy) 1 Xac suat dung luong bao mat Csnhd hon mot

ngudng xac dinh cho trudc. Khi doé :

= P(Cs < Rs)

- f f,, (rw)F,, 2% A+yy)-Ddy,. (20)

3.2.1. Truong hop kénh truyén pha-dinh khéng dong nhat Rayleigh/Rician.

P )"kl

zz[j [ZNWJ K
a1 k [P Y
+qV§mzo[ ) £2wa1) m!

S e
V| — —q
- .
R, +1 o 2Ny, 2
xexpi_i—z_—+MJje Poottkdt
P 1

Yv Y
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o | Ilha q
_ _ alK bl (2NW)
trong do, V= Zqz |!b1q!Pq

Chizng minh: trinh bay ¢ (30)
3.2.2. Truwong hop kénh truyén pha-dinh khéng dong nhdt Rician/Rayleigh.

ZaK' =3 a,K'hi 2N,

P e
out2 |0|b ;;IIqE

: q h Rs _1\a-h
X(hz(hj(_z) @29 ] (22)

0
2Ny w _ 2Nyt poRs
Xe [ ]PW e_2b22 S+d Ie E[U PWe t hdt

Chazng minh: trinh bay ¢ (31)
3.3.  Két qua md phéng

Str dung phuong phap méd phong Monte-carlo dé phan tich, danh gia hiéu ning
bao mat caa hé théng. Mot s6 két qua md phong xac suat bao mat, xac suat dung bao

mat caa hé théng véi ngudng Rs = 1bit/s/Hz nhu sau.

Hinh 2 lan Iugt thé hién xac suat biao mat (Pes) va xac suat dung bao mat (Poy)

v6i hai md hinh kénh truyén pha-dinh khoéng ddng nhat Rayleigh/Rician va

Rayleigh/Rician-Rician/Rayleigh Rayleigh/Rician-Rician/Rayleigh
1 oo RR 1
5 ©  RayleighRician-Simulator
065 i 09k Ny —— RayleighRician-Analysis |
= Rayleigh/Rician-Simulator * Rician/Rayleigh-Simulator
- — Rayleigh/Rician-Analysis 08 \ - —— Rician/Rayleigh-Analysis ||

©  Ricican/Rayleigh-Simulator |
—Ricican/Rayleigh-Analysis

) 5 10 15 20 25 30 0
nnnnn

Hinh 2. So sanh Pcsva Py cia hai mo hinh kénh truyén
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Két qua cho thiy: Pes ting va Poy giam khi céng suét P tang. Bong thoi, khi cong
Suit ting: P trong truong hop kénh truyén Rician/Rayleigh ting nhanh hon so voi md
hinh kénh truyén Rayleigh/Rician va nguoc lai Poy giam nhanh hon. Pic biét, két qua
moé phong hoan toan tring khop vai két qua tinh toan ¢ cac thdng sé lién quan cho thay

cach tiép can, mo hinh tinh toan 1a chinh xac.

Dé 1am rd thém tinh chat quan trong cua viéc sir dung nhidu gia nham cai thién
hiéu ning bao mat cua hé thdng, ching t6i tién hanh md phong thém truong hop hé
théng c6 sir dung nhidu gia va hé théng khong sir dung nhiéu gia. Két qua & Hinh 3 cho
thay hé théng c6 sir dung nhiéu gia c6 hiéu ning bao mat tét hon thé hién & ca hai théng

s6 duoc tién hanh md phong so sanh 1a xac suat bao mat va xéac suat dirng bao mat.

Comparing With/Without artificial noise Comparing With/Without artificial noise

= aa
// 1 e . —o— Without artificial noise
08 5 0.8 . . e % —*— With artificial noise
07 1 07 \ ~§’*-___' 1
06 / 1 08 : 1
i 1 %os , 1
v | ]

04
03 q
02 ) 0.2
01 —+— With artificial noise-Rician/Rayleigh | 0.1
—&— Without artificial noise-Rician/Rayleigh
L . L L

[} 5 10 1‘5 20 25 30 0 é 1‘0 15
P(dB) P (dB)

Pcs
o
o

L
20 25 30

Hinh 3. So sénh Pcs va Poy: ciia hg thong ¢ nhiéu gia véi hé thong khong cé nhiéu
gia voi kénh truyen Rician/ Rayleigh.

4. KET LUAN

Qua viéc nghién ctu, chon hra céch tiép can giai quyét vin dé bao mat trong
mang khéng day & lop vat ly, tap trung vao hudng nghién ctiru khong sir dung khoa bao
mat, nhdm tac gia d& xuit mé hinh mang khong day MISO c6 st dung nhiéu gia, co
kénh truyén pha-dinh khong dong nhat Rayleigh/Rician. Dya trén phuong phap danh
gia hiéu niang bao mat 16p vat 1y da duoc dé xuat, tac gia tién hanh phan tich, tinh toan
dung lwong bao mat, x4c suat ton tai bao mat va xac suat ding bao mat cua hé théng.
Tir két qua tinh toan, mé phong cho thiy hé théng cé sir dung nhiéu gia c6 hiéu ning
bao mat tét hon hé thdng khong str dung nhidu gia. Pay 1a két qua quan trong dé xem

xét va &p dung mo hinh nay trong thuc té. Bén canh do, bai bao ciing dong gop nhirng
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két qua tinh toan quan trong dé danh gia hiéu ning bao mat caa mang khong day co st

dung nhiéu gia trong trudng hop kénh truyén khong ddng nhat Rayleigh/Rician.

Tuy nhién, nghién ctru nay chua danh gia mirc d6 ti€u hao nang lugng, su anh
huong dén hiéu ning hé thong khi dua nhiéu gia vao hay xem xét cac truong hop kénh
truyén sir dung cac pha-dinh khac va d6 ciing chinh 1a huéng phét trién tiép theo cua

nghién ctru nay.
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PHU LUC

Trinh bay mot s6 két qua tinh toan, chitng minh lién quan:
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Abstract

In this paper, we present an approach for wireless security based on physical layer. The
basic principle of physical layer secrecy (PHY Secrecy) is ensuring secure information
transmission in the the system that consists of illegal receiver without using any coding
solution on application layer. Applying this approach, we evaluate the physical layer
secrecy performance of MISO (Multi Input-Single Output) system that consists of double
antennas transmitter and single antenna receiver in the presence of a single antenna
passive eavesdropper’s over heterogeneous fading channels Rayleigh/Rician. We evaluate,
analyse secrecy capacity, existence probability of secrecy capacity and secrecy outage
probability and verify the numerical results with Monte-Carlo simulation results. Our
results have presented the utility of using physical layer secrecy to enhance the secrecy
performance of wireless networks.

Keywords: Existence probability of secrecy capacity; Physical layer secrecy; Secrecy
capacity; Secrecy outage probability.
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